Tender Document Fee Rs.500/

KURUKSHETRA UNIVERSITY KURUKSHETRA

INVITATION OF TENDERS

For supply of
1. Campus wide Wireless Networking

Kurukshetra University, Kurukshetra invites expression of interest for “procurement, installation and
maintenance of wireless Networking system for its entire campus spread over 400 acres including
buildings, administrative offices, examination, hostels, residences, auditorium, departments, guest house
etc. from reputed vendors who have proven experience in similar fields. The scope of the work for vendors
includes survey, design, implementation and operations of Wireless Networking system in the entire KU
campus on ‘turnkey’ basis.

The Tender documents alongwith detailed specifications of equipments can be had by hand or post from
the UIET Office, KUK on any working day on payment of Rs.500/- by cash or by Demand Draft payable to
the Registrar, KUK. The Document Fee of Rs.500/- may be deposited alongwith the Tender through DD in
favour of the Registrar, KUK in case the document downloaded from the website of the University. The
Tenders without Earnest Money will be rejected.

Tender Reference : | KUK-Wi-Fi/Tender/2009

Date of Commencement of : | 30.07.2009
Sale of Tender document

Last date and Time for : | 17-08-2009, 5:00 PM
Receipt of tenders

Time and date of opening of : | 18-08-2009 at 11:00AM

tenders (Technical)

Time and date of opening of |: 21-08-2009 at 11:00 AM

tenders (Financial)

Place of opening of | : | Committee Room, VC Office KUK
Tenders
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INSTRUCTIONS TO TENDERERS
&
CONDITIONS OF CONTRACT
System of Tenderin
Technical & Commercial bids and EMD should be submitted in separate sealed covers in
following manner

0] Bid containing technical specifications.
(i) Earnest Money Deposit.
(iii) Bid containing financial offer.

The envelopes should be marked as Technical Bid, EMD and Financial Bid with reference
numbers and submitted in one cover.

These bids will be opened in two stages on different dates. The bid containing technical
specifications will be opened at Ist stage and if the same is found according to required
specifications, the bid containing financial offer and Earnest Money Deposit shall be opened
in lind stage. In case EMD is not corresponding to the financial, the offer will be rejected.

Tender must be sent in a properly sealed envelope with tender nhumber and due date
duly mentioned on the envelope addressed to the UIET Office, K.U., Kurukshetra by post
only tender sent by courier/fax/by hand/, Conditional/incomplete will not be acceptable.

The price should be quoted on prescribed price schedule. All corrections must be
attested by the tenderer.

All the columns of the tender form shall be duly and properly filled in separately. The rates and
units shall not be overwritten in the price schedule. The rates shall be quoted both in figures
and words. The Tender should be signed by the authorized signatory of the firm.

The tenderer shall deposit  earnest money as specified in Notice inviting tenders
separately in the form of Bank Draft in favour of Registrar, KUK payable at any
Scheduled/Nationalised Bank at Kurukshetra. The tenders without Earnest Money shall be

rejected.

In case the Tender Document is downloaded from the website of the University for
submission of the tender, the Tender Document Fee of Rs. 500/- may be deposited alongwith
tender through Demand Draft in favour of the Registrar, KUK otherwise the tender will be
rejected.

The successful tenderer shall furnish the Performance Security for an amount of 5% of total
value of the equipment in shape of Bank Guarantee in favour of Registrar, KUK of any
Scheduled/Nationalised Bank for the period of completion of performance obligations and
warranty period.

The required delivery period must be mentioned. After the order has been placed, the goods
must be delivered within the stipulated period or by the delivery period extended by the
V C/Registrar, KUK. In case of late delivery of goods the V C/Registrar, KUK. is entitled
to recover as penalty from the tenderer a sum @ 0.5% of the total value of the goods for every
week or part thereof and the maximum 10% of the total value of the goods for which the
consignment is delayed beyond the due date.

The payment will be made after receipt of goods according to specifications, its installation and
good working order. In case the goods are rejected these have to be removed by the supplier
at his own cost. The rejected goods must be replaced by the supplier within 15 days of the
dispatch of registered notice intimating that the goods have been rejected failing which the order
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may be cancelled and security forfeited.

No payment will be made in advance for any supplies under this tender.No claim for any duty
will be admitted at any stage.

The valid documentary proof of Sales Tax, VAT/Service Tax Registration No. & details of
Income Tax registration (PAN) should be submitted alongwith tender. The taxes must be quoted
clearly and separately. If the taxes are not quoted separately, it will be presumed that the
rates quoted are inclusive of taxes. The rates quoted should be firm and include all charges
for delivery FOR KURUKSHETRA inclusive of packing, forwarding and Insurance charges.
Thematerial may be dispatched “FREIGHT PAID” in all cases where the offer is F.O.R.
destination.

The consignment must be insured not exceeding at the rate of 1% of the value (to be born by
vendor) against the risk of breakdown and damage in transit with an Insurance Company if
the goods are likely to get damaged in transit. In the absence of insurance the entire
responsibility shall rest with the supplier and the V C/ Registrar, KUK. shall not be bound to pay
for such items, broken or damaged in transit.

In case of imported goods, the country of origin, maker's name and Brand must be
mentioned along with the FOR price. Payment of Custom Duty & Excise Duty is
exempted to this University for the equipments required for research purpose only.

In case of goods controlled by the Government, the tendered rates shall not be higher than
the controlled rates.

Standard warrantee of minimum One Year or more should be mentioned in the tender. A list
of users where similar equipment/facility/service provided have been supplied in the past
should be furnished with the tender.

The University reserves the right to verify/seek confirmation of all original documentary
evidence submitted by the venders in support of the tenders, specifications for eligible criteria.
In case any information furnished by vender is found false/incorrect the tender will be rejected.
The descriptive literature with full technical data and drawing/photos must be furnished
alongwith the tender.

In case of dispute the decision of the V C/ Registrar, KUK. shall be final. All above conditions
will be enforced unless written orders of the V C/ Registrar, KUK. are obtained relaxing any
specific condition in-any particular instance.

The tender shall remain valid for 90 days from the date of opening of tender.

Tender received beyond the fixed date and time shall not be accepted.

The tenderers are required to quote their lowest rates in the very first instance. However in case
of technically qualified bids, V C / Registrar, KUK. reserves the right of negotiations.

21.V C/ Registrar, KUK. of the University reserves the right to accept or reject any tender

22.

without assigning any reason.

In case of any dispute, all legal matters are subject to Kurukshetra jurisdiction.



Terms and conditions (Technical)
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The Supplier must be a manufacturer or system integrator having a direct purchase and support
agreement with the OEM of Access Point, Wireless Radio, Antenna etc. and should have tested
and supplied the similar type of required equipments/system in any reputed organization. The
equipments offered for supply must be of the most recent series models incorporating the latest
improvements in design. The models should have been released on or after 2007 and be in
satisfactory operation for 6 months as on the date of tenders opening.

The supplier should have consistent 5 years of experience of networking in a campus area of
more than 200 acres.

The supplier should have a 24 x 7 assistance center in India and must have service centers of
their own within 200 — 300 kms. Radius and qualified engineers to handle the project. The details
of service centers and information on service support facilities required after the warranty period
may also be given in the tender.

The supplier should furnish a brief write up, backed with adequate data, explaining his available
capacity and experience (both technical and commercial) for supply of the required systems and
equipment within the specified time and completion after meeting all their current commitments.

Any other item not mentioned in the tender but required for successful commissioning of above
network will have to be provided by the vendor.

Any underground cable should be enslieved in the HDPE pipe.

All protocols with reference to their corresponding RFCs should be compulsory specified.
Separate earthing should be made for each and every switch as per IS| standards.

A detailed documentation for layout, node identification tag, etc. configuration of the AP/Routers
must be submitted by the vendor.

. The Wireless Access Point should be able to be managed through Secure Shell protocol (SSH),

Telnet, HTTPS, SNMP, Console Port (Hyperterminal).
The Access Points should have LEDs to indicate operating state/error or warning condition,
activity over Ethernet and Activity over the radio

The actual quantity of active and passive component may vary depending upon the layout/design
of the wireless network or the availability of network or the availability of fund. Vendors are also
requested to visit the site if required on any of the Institute working days.

Proposed Wireless Networking campus layout have to be supplied by the qualified tenderer and
ensure that in any case the signal strength should not be less than 70% (Very good) of the max.
Value, for which vendor will make mandatory survey of K.U. Kurukshetra campus after award of
contract

Uptime of the network should be 99% with the condition that user site service rectification is done
within 24 hours

Three years warranty is required for all equipments. During the hand holding period i.e. 6 months
one residential engineer be placed in K.U. Kurukshetra or the firm will make suitable
arrangement so that the services run uninterruptedly

These are the minimum technical requirements & specifications. Higher specifications may be
accepted.



PRICE SCHEDULE

Having examined the tender documents, the receipt of which is hereby duly acknowledged, we offer to supply the
goods and services in conformity with the said tender documents at the rates shown below:

1 2 3 4 5 6 7 8 9 10 11
Sr. | Particular | Uni | Ex-works,| Customs Packing | Whether | Total Cost | Delivery| Particulars of Remarks
No |s t Ex- Duty/excise| forwardin | SalesTa | F.O.R. Period | Manufacturers

of godow Duty g X Kurukshet and Country in

the n inclusiv Octroi inclusiv | ra which

item orC.lLF. | e, inclusiv e, manufactured

S if e, if if

exclusive exclusiv | exclusiv
be

N.B.: The price column should be properly filled. In case nothing is mentioned in the columns the price will be
considered inclusive of Taxes, Excise Duty, packing and forwarding Octroi etc.

Dated the Date of Address with seal

Signature



SCHEDULE OF REQUIREMENTS

Sr. | Name of the Equipment Qty. Delivery Earnest Money

No. Period @ of 2 percent
(in Rs.)

1. Campus wide Wireless Networking 1 System 12 Weeks or

(Supply, installation and maintenance of
wireless Wireless Networking system for
entire KU campus spread over 400 acres
including buildings, administrative offices,
examination, hostels, residences,
auditorium, departments, guest house
etc. on ‘turnkey’ basis.)

period suitable
to the bidder.

1. DELIVERY, INSTALLATION & HAND HOLDING PERIOD.

8 Mbps Internet connectivity (Leased Line) at KUK will be provided by KUK.

After delivery, installation and testing of equipments, vendor will be responsible for
complete maintenance and operation of system/equipments for a hand holding period of
not less than 6 (six) months. The vendor will train the staff provided by university for the
purpose further operation, maintenance.There after, university may take up the operation
of equipment by its own staff.

2. WARRANTY PERIODS:

The Vendor will be responsible for the comprehensive maintenance during the warranty
period of one year after the acceptance of installation & testing of hardware for which KUK will
not make extra payment.

The vendor will do preventive maintenance once a quarter for upkeep of the Systems running.
The schedule will have to be adhered to strictly by him.

The response time for attending the faults will be four hours after they are reported to the
Vendor. The Vendor will rectify the faults within 24 hours failing which; the vendor will arrange
temporary replacements. The services shall be provided 24 hours & 7 days in a week.



Detailed Technical Specification (KUK-Wi-Fi/Tender/2009)

Item

Quantity

[A] WLAN Controller with following modules / Licenses

Controller Redundnacy working in load sharing mode

Power Supply Redundancy

In Campus Access Point License — 512

Total no. of users (approx.) — 8000-10000

Enforcement Module for 2000 users

Intrusion Detection and Prevention System

Rogue AP Detection and Containmnet License

Hardware Architecture

It should be chassis/appliance based with minimum 2 interfaces of Gigabit.

It should support minimum 1000 campus connected Access points including

Mesh AP and 1000 remote access points.

It should be possible to use the same controller for Wi-Mesh architecture

without replacing any hardware.

It should be AC powered and should be deployed with Power redundancy for

high available architecture

It should be an integrated appliance with inbuilt security features — stateful

firewall, IPS, VPN, QoS etc.

Key Capabilities

Centralized architecture with thin Aps (Access Points) and intelligent controller.

Solution should support for centralized encryption
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Solution should be capable to support roaming across AP and Central Controller.

Solution should support centralized AP management to provide simplified

administration.

Support for AAA authentication with need for external Radius/LDAP server.

Traffic Separation/ User segmentation Capability

Captive portal, 802.1X and MAC address authentication

Username, IP address, MAC address and encryption key binding for strong

network identity creation

Per-packet identity verification to prevent impersonation

Endpoint posture assessment, quarantine and remediation

NAC Support

Internal user database for AAA server failover protection

Role-based authaorization for eliminating excess privilege

Robust policy enforcement with stateful packet inspection

Per-user session accounting for usage auditing

Web-based guest enroliment with GuestConnect

Configurable acceptable use policies for guest access

User Authorization Capability

Dynamic VLAN assignment based on user credentials.

Time of Day user Authorization.

User based QoS assignment.

User Based Encryption Type selection.

Traffic Filtering Based on User credentials.

Roaming Support

Support roaming between Aps on one WLAN switch

Support roaming between Aps on different WLAN switches on different subnets

(cross-subnet roaming)




Support for Security and authentication Standards

System-wide bi-directional traffic monitoring by Packets captured and delivered

across any L2/L3 boundary between WLAN Centralised Controlled.

Packet Capturing by port/virtual-port, user, radio or SSID

XML-based API for external captive portal integration

WPAWPA2

802.11i/802.1x

EAP-TLS, EAP-TTLS, EAP-MD5, EAP w/MS

CHAP v2 and PEAP, PEAP-TLV

MAC authentication

Stateful Firewall Features

Stateful packet inspection tied to user identity or ports

802.11 station awareness for WLAN fire walling

Session mirroring and per-packet logs for forensic analysis

Application Layer Gateway (ALG) support for SIP, SCCP, RTSP, Vocera, FTP, TFTP,

PPTP

Source and destination Network Address Translation (NAT)

External service interface for 3" party security integration for inline anti-virus,

anti-spam and content filtering apps

Wireless Threat Protection

Flood attack detection

RF jamming protection

AP MAC address masquerading detection

Weak WEP IV detection

Rogue AP protection




3" party AP performance monitoring and troubleshooting

Flexible attack signature creation for new WLAN attacks

Windows client bridging and wireless bridge detection

ASLEAP, death broadcast, null probe response detection

EAP handshake and sequence number analysis

Denial of service attack protection for Aps and stations

Valid AP impersonation detection

Support for Access Control on WLAN

User/group identity

Multiple SSID

MAC filtering

Layer 3 deny filters

Time-of-day restrictions

Day-of-week restrictions

Location-based policies

Client blacklisting

Subnet classification

VLAN assignments

Roaming restrictions

Dynamic RF Management Capabilities

Support for dynamic channel assignment

Support for dynamic interference avoidance

Support for dynamic user load balancing — by automatically adjusting client-toaccess

point associations to optimize user performance during peak usage

periods.

Support for dynamic power control — by automatically adjusting AP radio power
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